Peer-to-peer (p2p) networking technologies have gained popularity as a mechanism for users to share files without the need for centralized servers. A p2p network provides a scalable and fault-tolerant mechanism to locate nodes anywhere on a network without maintaining a large amount of routing state. This allows for a variety of applications beyond simple file sharing. These provide a substrate for the construction of large-scale, decentralized applications including distributed storage, group communication, and content distribution. They provide a powerful platform for providing various decentralized services, but still lack security in routing. Messages can still be corrupted, incorrectly routed, and can be responded by illegitimate nodes. Because of their decentralized characteristics insecure routing can destroy the networks' integrity.
